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22.

Ha ocHoBy unaHa 8. 3akoHa o nHdopmaumoHoj 6e3beaHocTn (,Cnyxb6eHu rnacHuk
Penybnuke Cpbuje”, 6poj 6/16), unaHa 2. Ypenbe o b6nvkem cagpxajy lNMpaBunHuka o
6e36egHOCTN MH(OPMALMOHO-KOMYHMKALIMOHNX CUCTEMA Of NOoceOHOr 3Hauvaja, HauyuHy
nposepe MHGPOPMALMOHO-KOMYHUKALUMOHMX cuUCTeMa of nocebHor 3Hayaja u cagpxajy
n3BellTaja 0 npoBepu WMHPOPMALMOHO-KOMYHUKALMOHOr cuctema opf nocebHor 3Hadvaja
(,Cnyx6eHu rmacHuk Penybnvke Cpbuje”, 6poj 94/2016) n unaHa 23. ctaB 1. anuHeja 2.
Oanyke o OnwTuHckoj ynpasu (,Cnyx6eHn nuct owTtuHe Bpbac’, 6poj 3/2014, 3/2015,
17/2015, 20/2015. n 18/2016), HayenHnk OnwTuHCKe ynpaee Bpbac, naHa 28. debpyapa
2017. rognHe, OOHEO je

MPABUWITHUWK
O BE3BEAHOCTN MH®OPMALIMOHO - KOMYHUKALIMOHOI
CNCTEMA OTMWTWHE BPBAC

I. YBogHe ogpenbe
YnaH 1.

OBMM npaBuUITHMKOM, y CKnagy ca 3akoHOM O WMHopmMaumoHoj 6e3begHoOCTU M
Ypeobom o Gnwkem cagpxajy [lpaBunHuka o 6e36egHOCTU  MHGOPMALNOHO-
KOMYHVMKAUMOHMX CUCTEMa of nocebHOr 3Havaja, HadvH npoBepe WHGOPMALMOHO-
KOMYHUKAUMOHMX cucTema of nocebHor 3Havaja M cagpxaj u3BewTaja O npoBepu
MHOPMALMOHO-KOMYHMKALUMOHOr cucTemMa of nocebHor 3Hayaja (,Cnyx6eHn [nacHuk
Penybnuke Cpbuje”, 6p. 94/2016), ytBphyjy ce Mepe 3awTuTe, MNPUHUMNK, HA4YMH U
npouenype nocTM3awa M ofapKaBawa afekBaTHOr HMBoa 6e3benHOCTUM cucTemMa, Kao u
oBrawhera 1 0aroBopHOCTU y Be3un ca besdbegHowhy un pecypcuma VKT cuctema onwtuHe
Bpbac (y aarsem tekcty: UKT cucrem).

YUnaH 2.
Mepe nponncaHe oBMM NPaBUIHUKOM Ce€ OAHOCE Ha CBe OpraHuM3auMoHe jeanHuLe
ONWTUHCKE ynpaBe onwTuHe Bpbac, Ha cBe 3anocrneHe - KOPUCHUKE WHAOPMATUYKUX

pecypca, kao 1 Ha Tpeha nuua koja Kkopucte nHpopmaTtmyke pecypce onwtmnHe Bpbac.

HenowToBarke oapenbw oBOr npaBuUmHMKa MOBMAYM OUCUMUMNMHCKY OAFOBOPHOCT
3anocneHor-kopncHMka MHpopmaTUykMxX pecypca onwTnHe Bpbac.
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3a npahewe npumMeHe oBoOr npasurHUKa obasesyje ce Operbewe 3a npvepeny U
nokanHn eKOHOMCKM pas3Bo;j.

UnaH 3.
[MojeanHn TepMmUHKM Y CMUCITY OBOT NpasuiHMKa umajy cnegehe sHadere:

1) uHgbopmayuoHo-komyHukayuoHu cucmem (UKT cuctem) je TeXHONOLLKO-OpraHu3auuoHa
uenunHa koja obyxeara:

(1) enekTpoHCKEe KOMYHMKALMOHE MpEXe y CMUCITY 3aKOHa Koju ypehnyje enekTpoHcke
KOMYHUKauuje;

(2) ypehaje unu rpyne mehycobHO noBesaHux ypehaja, TakBuX Oa ce y OKBUPY
ypehaja, ogHoCcHO y okBupy Gapem jegHor m3 rpyne ypehaja, Bpwn aytomatcka obpaga
nogataka kopuwherweM padvyHapcKor nporpama;

(3) nogaTtke koju ce noxpawyjy, o6pafyjy, npeTpaxyjy wunu npeHoce nomohy
cpenctasa n3 noartad. (1) u (2) ose Tayke, a y CBpXY HUXOBOr paja, ynorpebe, 3awTtute
UNn ogpxaBama;

(4) opraHmnsaumoHy CTpyKTypy nytem Koje ce ynpasrba KT cuctemom;

2) uHopmauyuoHa b6ezbedHocm npefcTtaBfba CKyrn Mepa koje omoryhaBajy ga nogauum
kojuma ce pykyje nytem VKT cuctema 6yay 3awtnhenn o HeosnawheHor npucTyna, kao u
Aa ce 3alTUTN UHTErpuTeT, PAcnonOXMBOCT, ayTEHTUYHOCT M HENOPELUUBOCT TUX nogaraka,
aa 6u Taj cuctem dyHKUMOHMCAO Kako je npeasuheHo, kaga je npegsuheHo v noAa
KOHTPOMoM oBnawheHnx nuua;

3) majHocm je CBOjCTBO KOje 3Hauu a nogartak Huje 4oCTynaH HeoBnawheHnmM nnMuuma;

4) uHmezpumem 3Haun O4yBaHOCT M3BOPHOT cagpXKaja M KOMNETHOCTU NoAaTKa;

5) pacrionoxugocm je CBOJCTBO KOje 3Hauu gda je nogartak LOCTynaH u ynotpebrbuB Ha
3axTeB oBnawheHux nuua oHaa kaga um je notpeba;

6) aymeHmu4yHOCm je CBOjCTBO KOje 3Hauu da je moryhe npoBepuTu M nNoTBpAUTM Ada je
nogarak CTBOPUO MNM Nocrao OHaj 3a Kora je AeknapucaHo ga je Ty paghy n3spLuvo;

7) Hernopeuyusocm npencTaBiba CNOCOOHOCT JokasMBakwa fa ce poroguna oapeheHa
pagHta unu ga je Hactynuo ogpeneHun gorahaj, Tako Aa ra HakHagHO Huje moryhe nopehu;
8) pusuk 3Haum MOryhHOCT HapywaBawa WHdpopmMaunmoHe 6e36eqHOCTN, OOHOCHO
MOryhHOCT HapylaBara TajHOCTWU, WHTErputeTa, pPacrnofioXMBOCTWU, ayTEHTUYHOCTU UMK
HenopeuMBOCTM NofgaTtaka Unu HapyLlaBaka ucnpasHor gyHkumMoHucamwa KT cuctema;

9) ynpaerbake pPU3UKOM je cuUCTeMaTMyaH CKyn Mepa Koju YKrbyyyje nnaHupawe,
opraHn3oBake N yCcMepaBake akTUBHOCTU Kako 6u ce ob6e3beamno ga pusmum octaHy y
NponMCaHnM 1 NPUXBaTILUBUM OKBUPUMA;

10) uHYudGeHm je yHyTpallHa WUIW CrosbHa OKONHOCT unu gorahaj kojum ce yrpoxasa unm
HapyLaBa nHgopmaumoHa 6e36eaHoCT;

11) mepe 3awmume UKT cucmema Cy TEXHUYKE U OpraHu3auMoHEe Mepe 3a ynpaBibahe
6e36egHocHnM pusnunma VKT cuctema;

12) majHu noGamak je nogaTtak Koju je, y Cknagy ca nponucuma O TajHOCTM nogaTaka,
ogpeheH n o3HavyeH ogpeheHnm cTeneHoM TajHOCTH;

13) UKT cucmem 3a pad ca majHum nodauuma je KT cuctem koju je y cknagy ca 3aKOHOM
ogpeheH 3a paj ca TajHMM nogaunma;

14) komnpomumyjyhe enekmpomacHemHo 3padvere (KEM3) npepctaBrba HeHaMepHe
enekTpomMarHeTHe emucuje NpUIMKOM npeHoca, obpage wvnu YyBawa nogaTtaka, Yujum
npvjeMoM 1 aHann3oMm ce MOXe OTKPUTWU caapkaj TUX nogaTaka;

15) kpunmobedbedHocm je KOMMOHeHTa uHdopmaumoHe 6e3beaHocTn Kkoja obyxeaTa
KpMNTO3awWTUTY, yNpaBibake KpuntoMatepujanmma u passoj Metoga KpunrosalTuTe;
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16) kpunmo3awmuma je npMMeHa MeToda, Mepa W nocTynaka pagun TpaHcdopMucara
nogataka y oOnuMK Koju ux 3a ogpeheHo BpemMe wunuM TpajHO YMHU  HEeAOCTYMHUM
HeoBnawheHnm NMunma;

17) kpunmoepachcku rnpou3eod je codpTBep unmu ypehaj nyteMm kKora ce BpLK
KpMNTO3aLWTnUTa;

18) kpunmomamepujanu cy KpunTorpadgckm Npon3soan, Nnogaun, TeEXHUYKa AOKyMeHTaumja
Kpuntorpadckux nponssoaa, kao u ogrosapajyhu kpuntorpadckm

KrbyyeBsu;

19) 6e36edHocHa 30Ha je NMPOCTOP WUNK NPOCTopMWja y KOjoj ce, y Cknagy ca nponucuma o
TajHOCTM noAaTaka, obpahyjy v YyyBajy TajHu nogaum;

20) uHgopmauyuoHa 0Oobpa obOyxBaTajy nogaTke y patotekama u 6asama nogaTtaka,
nporpamcku kdn, KOHUrypauunjy xapOBEpCKUX KOMMOHEeHaTa, TEeXHUYKY U KOPUCHWUYKY
AOKYMeHTauujy, yHyTpaLlke OnwTe NpaBuIiHuKe, npoueaype u CAnYHo;

21) VPN (Virtual Private Network)-je ,npvBaTHa“ KOMyHMKaUnoHa Mpexa koja omoryhasa
KOpUCHMLMMA Ha pa3dBOjeHuM foKaumjama aa Npeko jaBHe Mpexe jeAHOCTaBHO ofpKaBajy
3awTnuheHy KoOMyHukauujy;

22) MAC apgpeca (Media Access Control Address) je jeanHCcTBEH 6poj, KOjuM ce BpLUMU
noeHTudukaumja ypehaja Ha Mpexu;

23) Backup je pesepBHa konuja nogaTtaka;

24) Download je TpaHchep nogaTaka ca ueHTpanHor padyHapa nnu web npeseHtauuje Ha
NoKarnHu padyHap;

25) UPS (Uninterruptible power supply) je ypehaj 3a HENpeKNOHO Hanajawe enekTpUuYHOM
eHeprujom;

26) Freeware je 6ecnnataH codTeep;

27) Opensource cohTBEP OTBOPEHOT KOAA;

28) Firewall je ,3aWITUTHN 314" OOQHOCHOCUCTEM NPEKO KOra ce BPLUM HaL30p U KOHTponuLie
NPOTOK MH(popMaumja nsamehy nokanHe Mpexe U MHTEpHeTa y uurby OHemoryhasana
3r1OHaMepPHNX aKTUBHOCTMU;

29) USB vnu dnew memopuja je cnosblukby Meamjym 3a cknaguiTere nogartaka;

30) CD-ROM (Compact disk - read only memory) ce KOpUCTU Ka0 MeaujyM 3a CHUMahe
nogaTtaka;

31) DVD je onTuMykMm ONCK BUCOKOr KanaumTeTa KOju ce KOPUCTM Kao Meaumjym 3a
CKnagvwTewe nogaraka.

.  Mepe s3awtnte
UnaH 4.

Mepama 3awTtute WKT cuctema ce o06e3behyje npeBeHuuja o0 HacTaHka
nHUmMgeHata, O4HOCHO NMpeBeHUMja 1 MUHUMMU3aLumja WTeTe o4 HUMaeHaTa Koju yrpoxasajy
BpLUEHE HaaNexHoCTn n obaBrbawe 4enaTHOCTM, a NOCEOHO y OKBUPY MpyXawa ycryra
Apyrmm nuumma.

1. OpeaHusauuoHa cmpykmypa, ca ymepheHum rocrioeuma U 002080pHOCMUMA
3ariocrieHuUx, KojoM ce ocmeapyje ynpasrbarbe UHgopmayuoHom be3bedHowhy y oksupy
onwmuHe Bpbac

UnaH 5.

Ceaku 3anocneHu-kopucHuk pecypca UKT cuctema je ogroBopaH 3a 6e36egHocT
pecypca VKT cuctema Koje kopuctun pagm obasrbara Nocrosa U3 CBoOje HaanexXHoCTH.


https://sr.wikipedia.org/w/index.php?title=%D0%9E%D0%BF%D1%82%D0%B8%D1%87%D0%BA%D0%B8_%D0%B4%D0%B8%D1%81%D0%BA&action=edit&redlink=1
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3a KOHTpony u Haas3op Hag obaBrbakeM MOCOBa 3aNOCMAEHUX-KOPUCHMKA, Y LUUIby
3awTnte n 6e3begHoctn UMKT cuctema, kao m 3a obaBrbake nocnosa M3 obnactu
6e3begHocTn uenokynHor KT cuctema onwtmHe Bpbac HagnexaHo je Operbewe 3a
npuepesy W IOKanHM €KOHOMCKWM pasBoj, Yy cknagy ca [lpaBUSTHUKOM O YHUTpaLlH0j
opraHusaumju 1M  cuctematmsauuju, WHTEPHOM  peBu3opy onwTuHe Bpbac wu
MpaBobpaHunawTey onwTtuHe Bpbac pagHux mecta y OnwTuHCKO] ynpasu Bpbac 6poj
06.4-22/2017-111/102, og 03. pebpyapa 2017. roanHe.

UnaH 6.

Moa nocnosuma n3 obnactn 6e3beaHocTtn yTBphyjy ce:

e OCMOBKU 3awTuTe MHGOPMauMoHMX Aobapa, OOHOCHO cpeacTaBa WUMOBWMHE 3a
HaA30p Haj NOCNoBHUM MNpoLlecuma oA 3Hadvaja 3a uHpopmMaLmoHy 6e3begHocT

e OCMOBU ynpaBrbake puamumma y obnactn mHdopmaumoHe 6e36egHOCTU, Kao u
nocnosu npeasuhexn npoueaypama y obnactn nHgpopmaumnoHe 6e36egHoCTH

e nocnoBu oHemoryhaBawa, OOHOCHO cCrnpevaBaka HeoBnawheHe wnNn HeHamepHe
nameHe, owTtehewa wunu 3noynotpebe cpeacraBa, OAHOCHO WH(OPMALMOHUX
pobapa UKT cuctema Mpaga/OnwtuHe/l paagcke onwTtuHE, Kao M MPUCTYM, U3MEHE
unu kopuwhewe cpencrasa 6e3 osnawhena 1 6e3 eBngeHumje o Tome

e npaherwe aKTMBHOCTU, PEBU3NjE N Haa30pa Yy OKBUPY yrpaBrbaka UH(OPMaLMOHOM
6e3begHowhy

e obaBeluTaBate HagnexHumx opraHa o mHumaeHtuma y UKT cuctemy, y cknagy ca
nponucuma.

Y cnyvajy nHunaeHTta oneparep MHgpopMaumnoHor cuctema, obaeewltaBa HadenHuKka
QY, koju y cknagy ca nponucuma obaBeluTaBa HaffeXHe opraHe y Uuiby pellaBana
HacTanor 6e36eoHOCHOr MHUMOEHTA.

2. besbedHocm pada Ha dasbuHy u ynompeba mobunHux ypehaja
UnaH 7.

Pap Ha parbuHy u ynotpeba mobunHux ypehaja y KT cuctemy Huje omoryheH.

3. Obesbefusare 0a nuya Koja kopucme UKT cucmem 0OHOCHO yripaserbajy VKT
cucmemom bydy ocriocobrbeHa 3a nocao Koju pade u pa3ymejy ceojy 002080pHOCM

UnaH 8.

MKT cuctemom ynpassbajy 3anocreHun y cknagy ca Baxehom cuctemaTtmsaumjom
pagHuX MecTa.

Operbewe 3a npuBpeny W nokarHM €KOHOMCKM pas3Boj, je OyXao Aa cBakor
HoBo3anocneHor-kopucHuka WKT pecypca yno3Ha ca oAroBOpHOCTMMAa UM npasunvma
kopuwherwa WKT pecypca onwtuHe Bpbac, ga ra ynosHa ca npasunvma kopuwhena
pecypca WKT cuctema, ka0 »n ga BoaM eBUOEHUM)Yy O u3jaBamMa HOBO3arMoOCIEHUX —
KOpPUCHUKa Aa cy yno3HaTtu ca npasunuma kopuwherwa VKT pecypca.
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Ceako kopuwhene VKT pecypca onwtrHe Bpbac o cTpaHe 3an0CneHor-kopucHuKa,
BaH goferbeHux osrawherwe, noanexe ANCUUNIIMHCKO] OLFOBOPHOCTU 3aroCreHor KojoM
ce geuHue oaroBOpHOCT 3a HeoBnawheHo Kopuwhewe UMOBUHE.

4. Sawmuma 00 pu3uka Koju Hacmajy rnpu rnpomeHama riocrsiosa usau rnpecmaHka
padHoe aHea)koeaHba fiuya 3arnocreHux Koo onepamopa MKT cucmema

UnaH 9.

Y cnyyajy npomeHe nocrioBa, OLHOCHO HaANEXHOCTM KOPUCHMKA-3arnoCneHor,
Operewe 3a npmepeay M nokanHu eKOHOMCKM pa3Boj he n3BpLUMTM NPOMEHY NpuBunervja
KOje je KOPUCHMK-3arnocneHn umao y cknagy ca OnucoM pagHux 3ajartaka, a Ha OCHOBY
3axTeBa NpeTnoCcTaBrbEHOr pyKoBoaMoLa.

Y cnyyajy npectaHka pagHOr aHraxoBawa KOPUCHUKA-3amnoCreHOr, KOPUCHUYKK
Haror ce ykuaa.

O npectaHKy pagHOr ogHOCa MMM pagHOr aHraxoBaha, Kao W MPOMEHW pagHor
mMecTta, HenocpegHu pykoBogunay, je ayxaH ga obasectn Operberwe 3a npvepeny u
NOKanHW eKOHOMCKM pa3Boj, pagu ykmaaka, O4HOCHO M3MEHY MPUCTYMHUX NpuBUnieruja Tor
3arnocrieHor-KkopucHuKa.

KopucHuk KT pecypca, HakoH npecTaHka pafHOr aHraxosawa y Ynpasu, He cMe fa
OTKpUWBa nogatke Koju cy o 3Hadaja 3a nHgpopmaumoHy 6esbegHoct KT cuctema.

5. NdeHmupukosar-e UHthopmayuoHux 0obapa u odpehusare 002080pHOCMU 3a
HUXO08Y 3awmumy

Ynan 10.

NHdpopmaumoHa pobpa onwTtuHe Bpbac cy cBM pecypcu Koju cagpxe MOCroBHE
nHdopmauuje onwTuHe Bpbac , 0ogHOCHO, NyTEM KOjux ce BpLUM M3paga, obpana, yyBame,
npeHoc, bpucarwe 1 yHuwtasanwe nogataka y UKT cuctemy, ykibydyjyhu cBe enekTpoHcke
3anuce, padvyHapcky onpemy, mobunHe ypehaje, 6a3e nogaTaka, NOCMOBHE annukauuje,
KOHUrypauuvjy XapOBepCKUX KOMMOHEeHaTa, TEXHWYKY W KOPWUCHWUYKY [OOKYMeHTauujy,
YHyTpallH-e npaBuUITHMKE Koju ce ogHoce Ha VKT cuctem um cn.)

EBngeHumnjy o nHcopmaumonnm gobpuma soan Operberse 3a npuBpeay U NOKasnHm
€KOHOMCKW pas3Boj, Y NanupHoj NNun enekTpoHCKOoj hopMu.

MNpeomeTt 3awTuTE Cy:

* XapaBepcke n cogpteepcke koMmnoHeHTe VKT cuctema

* nogauwm koju ce obpahyjy unu yyBajy Ha komnoHeHTama VKT cuctema

*  KOPUCHWYKM Hano3u u Apyrn nogaum o KopucHmumma nHhpopmatmykmnx pecypca VKT
cucrtema

6.Knacughukosarbe nodamaka mako 0a HUBO HUX08e 3awmume od208apa 3Hayvajy
rnodamaka y cknady ca HadyesioM yrnpaerbakba PU3UKOM U3 3akoHa O UHQOPMauyUOHOj
b6e3bedHocmu
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YUnaH 11.

Mopgaum koju ce Hanase y WKT cuctemy npeacrtaerbajy TajHy, ako Cy Tako
AedunHucaHn ogpeabama nocebHMM nponucnma .

Mopaum koju ce o3Haye Kao TajHu, Mopajy 6uTu 3awTuheHn y cknagy ca ogpenbama
Ypenbe o nocebHMMm Mepama 3awWTUTE TajHUX nogaTtaka Yy  MHGopMauMoHO-
TenekoMyHukaunmoHum cuctemuma (,Cn. MacHuk PCY, 6p. 53/2011).

[eTarbaH onuc mMHgopmaumja, Hocadnma MHdopmaumja U OOCTYNMHOCTU nojaTaka
Hanasu ce y MudopmaTopy o pagy onwTtuHe Bpbac.

7. S3awmuma Hocayvya nnodamaka
UnaH 12.

Operbewse 3a npuBpedy W ToKanHM €eKOHOMCKM pasBoj, he ycnoctaBuTh
opraHusauumjy npuctyna v paga ca nogauumMa, nocebGHO OHMMa Koju Oyay O3HayYeHu
CTENEHOM CNny>X6eHOCTU UK TajHOCTM y ckrady ca 3akoHOM O TajHOCTU NoJaTaka, Tako Aa:

*  nogaun u OOKYMEHTM (NocebHO OHM ca O3HAKOM TajHOCTW) MOry ha Ce CHUMe
(apxuBupajy, 3anuwly) Ha cepBepy Ha KOMe ce CHUMMajy nogauu, y cdongepy Hag
Kojum he npaBo npucTyna umaTu camo 3aroCrieHN-KOPUCHULM KOojuMa je TO npaBo
06e36eheHo oanykoM HayenHuka.

*  nogaun M AOKyMeHTU (NnocebHO OHM ca 03HaAKOM TajHOCTW) MOry [a Ce CHUME Ha
apyre Hocade (ekctepHu xapg auck, USB, CD, DVD) camo of cTpaHe oBnawheHnx
3anocreHnx — KOpUCHMKA HaYemnHuK, , pykoBoaunaL, opraHm3aunoHe jegmHuLue.

EBngeHumjy Hocaya Ha kojuma cy CHUMIbeHM nogaum, Boan Ogerbewe 3a npuepeay
N NIOKanHW eKOHOMCKWN pa3Boj U TM Meauju Mopajy Gutn nponncHo obenexxeHn n oaIoXeHu
Ha MecTo Ha koMme he 6uTu 3awTruheHn og HeosnawheHor npucTyna.

Y cnydyajy TpaHcnopTa Meguja ca nogauuma, HadernHuk Ynpase he ogpeantu
OAroBOPHY 0CcOby M Ha4MH TpaHcnopTa.

Y cny4yajy ucTeka pokoBa 4YyBawa nofartaka Koju ce Hanase Ha megujuma, nogaum
Mopajy 6utn HenoBpaTHO obpucaHu, a ako TO Huje Moryhe, TakBu meamju mopajy 6utu
dun3nykn owteheHn, OGHOCHO YHULLITEHW.

8. OepaHuyer-e npucmyna nodayuma u cpedcmesuma 3a obpady nodamaka

YnaH 13.

Mpuctyn pecypcuma WKT cuctema ogpeheH je BpCTOM Hanora, OLHOCHO
AoOerbeHOM YIioroM Kojy 3anoCneHn-KOPUCHUK MMa.
3anocneHn Koju Mma agMUHUCTPATOPCKX Harmor, uma npasBa NpucTyna CBMM pecypcuma
WKT cuctema (copTBEPCKMM U XapOBEPCKUM, MPEXU N MPEXHUM pecypcuma) y uuiby
WHCTanauuje, ogpxasara, nogellasara 1 ynpasrbawa pecypcuma VKT cuctema.

'3aKoH 0 cnobogHOM NpUCTyny MHbOPMaLMjama of jaBHor 3Hauaja (,Cn. FTnacHuk PC“, 6p.120/04, 54/07,
104/09 1 36/10), 3aKoH 0 3alWTUTV Nogataka o amyHoctu (,Cn. MnacHuk PCY, 6p.97/08,104/09-[1P. 3aKoH
68/12,-O0NYKA YC U 107/2012), 3aKkoH o TajHocTu nogaTaka (,,Cn. FhacHuk PC“, 104/2009), kao n Ypeaba o
HaYMHY U NOCTYNKY O3HaYyaBaba TajHOCTM NoJaTtaka, OAHOCHO AoKymeHaTa (,Cn. TnacHuk PCY, 6p. 8/2011)
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3anocrneHn - KOPUCHUK MOXe [a KOPUCTU CaMO CBOj KOPUCHUYKN HArMor Koju je 4obuo
o4 agMuHUCTpaTopa 1 He cme fa oMmoryhu apyrom nuuy Kopuwhere HeroBor KOPUCHUYKOT
Hanora, ceM agMUHUCTpaTOpY 3a nojeluaBaHe KOPUCHUYKOT Npoduna n pagHe ctaHuue.

3anocneHn-KOPUCHUK Koju Ha ©Ouno kKoju HadmH 3noynotpebu npasa, OAHOCHO
pecypce VKT cuctema, nognexe KpUBUYHO] U OUCLMNSNIMHCKO] O4TOBOPHOCTY.

3anocneHn-KOpUCHUK aAyxaH je ga nowTyje u cnegeha npasuna 6e3begHor u
npumMmepeHor kopuwherwa pecypca UKT cuctema, u 1o ga:
1) KopncTn nHpopmaTnuke pecypce UCKIbYYMBO Y NOCIOBHE CBPXE;
2) npuxBaTn ga Cy CBM Nnofaum Koju ce CKraguwite, npeHoce Unu npouecupajy y okBupy
WHpopMaTUYKUX pecypca BracHUWTBO onwTtuHe Bpbac m ga mory ©utuM npegmert
Hagrnegawa v npernefama;
3) nocTtyna ca noBepsbMBMM MNojauuma y cknagy ca nponvcuma, a nocebHo Mnpurmkom
Konvpaha 1 npeHoca nogaraka;
4) 6e3b6eaHO YyBa CBOje NTO3MHKe, OOHOCHO Aa UX He ojaje ApyrMMm NUunma;
5) Mer-a No3nHKe carnacHo yTBpheHnm npaBunmva;
6) Npe cBakor ygarbaBaka Of pajHe CTaHuue, ofjaBu ce ca cucTteMa, OOHOCHO 3aKrby4a
pagHy ctaHuuy
7) 3axTeB 3a WHCTanauuvjy cogpteepa wnun xapasepa nogHoCcu y nucaHoj popmu, ogodbpeH
o[, CTpaHe HenocpeaHor pykoBoauoua;
8) obe3bean curypHocT nogaTaka y cknagy ca Baxkehum nponmcuma;
19) npuctyna MHOpPMaTUYKMM pecypcMma CamMO Ha OCHOBY EKCMIIMUWTHO A04EerbeHuX
KOPUCHUYKMX NpaBa;
10) He cme pa 3aycTaBrfba pag wnu OGpulie aHTUBMPYCHU NporpamMm, Mewa Herose
nogeLueHe onuuje, HATK ga HeoBnawheHO MHCTanNupa Apyrn aHTUBMPYCHU Nporpam;
11) Ha pagHoOj CTaHULM HE CMEe Aa CKNaguLTn cCaapKaj KOju He CNYXW y NOCNOBHE CBPXE;
12) nspahyje 3awTtnTHe Konuje (backup) nogaTaka y cknagy ca nponvcaHum npouenypama;
13) KOPUCTN MHTEPHET N ENEKTPOHCKY nowTy y onwTuHe Bpbac y cknagy ca nponucaHum
npouenypama;
14) npuxeBaTtn ga ce ogpeheHe BpcTe MHPOPMATUYKMX MHTEPBEHUMja (M3pada 3alTUTHUX
Konuja, axypupake nporpama, fnokpetawe aHTUBUMPYCHOr nporpama u cn.) obaerbajy y
yTBphHeHo BpeMme;
15) npuxBatn ga csm NPUCTYNN MHAPOPMATUYKMM pecypcuma U nHpopmaumjama Tpeba ga
Oyay 3aCHOBaHW Ha NPUHUMNY MUHUMAITHE HEONXOL4HOCTU;
16) npuxBatM [Oa TEXHUKE CUrypHOCTU (aHTUM BuUpyc nporpamu, firewall, cuctemum 3a
AeTekuvjy ynaga, cpeactsa 3a wudppupane, cpeactsa 3a NpoBepy WHTerputeta u ap.)
cnpeyaBajy noteHumjanHe npetwe UKT cuctemy.
17) He cme pa uHcTanupa, mMoauduKyje, MUCKIbydyje M3 paga wunu bpuwle 3alTUTHWU,
CUCTEMCKM UINK annukaTuBHM codpTeep.

9. Odobpasar-e osnawheHoz npucmyna u cripedasare HeosnawheHoz rpucmyna
UKT cucmemy u ycriyzama koje KT cucmem ripyxa

UnaH 14.

MpaBo npuctyna nmajy camo 3anocCrieHU/KOPUCHULM KOju MMajy agMUHUCTPaTOpPCKe
NN KOPUCHUYKE Hanore.

AOMUHUCTPATOPCKM Haror je jeQuHCTBEHW Harnor Kojum je omoryheH npuctyn wu
agMuHucTpaumja ceux pecypca UKT cuctema, Kao 1 oTBaparwe HOBUX U n3MeHa noctojehnx
Hanora.



Bpoj: 8. CtpaHa 166. Cnyx06eHu nuct onwTtnHe Bpbac, 28. debpyap 2017. roguHe

AOMUHMCTPATOPCKM Hamnor Moxe [a KOPUCTM caMO 3anocrfieHVM Ha MnocrnoBuMma
onepaTtepa MHopMaLMOHOr cucTema.

AOMUHUCTPATOPCKMU Hamnor 3a ynpaefbake [OOMEHOM MOXe [a Kopucte camo
3anocreHn Ha NocnoBMMa oneparep MHOpPMaLMOHOr cucTema .

AOnHUCTpaTOPCKN Hamor 3a ynpasrbakbe 6a30M nogataka Moxe [a KopucTe camo
3anocneHn Ha NocnoBMMa oneparep UHOpPMaLMOHOr cucTema.
KopucHW4YkM Hanor ce cacTtoju of, KOPUCHUYKOTN UMEeHa U NO3MHKE, KOjU ce MOry yKylLaBaTu
UNn YnTaTM ca Meamja Ha Kome NMoCTOju eNeKTPOHCKN cepTudmkaT, Ha OCHOBY Kora/jux ce
BpWKN ayTeHTuduKaumja — nposBepa UAEHTUTeTa M ayTopusauuja — npoBepa npasa
npucTtyna, ogHOCHO npasBa kopuwherwa pecypca MKT cuctema of crtpaHe 3anocneHor-
KOPUCHUKA.

KopucHuuykn Hanor pogerbyje agMMHUCTpaTOp, Ha OCHOBY 3axTeBa 3amnocrieHor
3afy)KeHOr 3a ynpaBrbake JbyACKUM pecypcrMa Yy capafwby ca HenocpeaHum
PYKOBOAMOLIEM M TO TEK HAKOH yHOCa nojaTtaka O 3arnocneHOM Yy COTBEp 3a yrnpaBrbare
bYOCKUM pecypcuma, a y cknagy ca noTpebGama obaBrbama MOCMOBHUX 3ajaTtaka of
CTpaHe 3arnocfieHOr-KOpMCHUKa.

ALMUHUCTPATOP BOAM €BUAEHUMj)Y O KOPUCHWYKMM HanosvMma, npoBepaBa HMXOBO
kopuwhere, Mewa npaBa NPUCTyNa U yknaa KOPWCHUYKE Harore Ha OCHOBY 3axTeBa
3anocneHor Ha nocroBumMa YynpaBrbaka IbyACKMM pecypcrMMa, OOHOCHO HaanexHor
pykoBogmoLa.

10. ymepljgeafbe 002080pPHOCMU KOPUCHUKA 3a 3awmumy COrncmeeHuUx cpedcmasa
3a aymeHmukauujy
UnaHn 15.
KopunCHUYKM Hanor ce cactoju 04 KOPUCHUYKOT MMEHA U NO3UHKE.
(Mpumep:KopncHmMuko nme ce kpeupa no maTpuum mMme.npesnme, NnatTMHUYHUM Nncmom 6e3

ynotpebe cnosa h),X,rb, kb, O, Y, L, W.
(Mpenopyka: YMeCTo oBUX CrioBa KOPUCTUTK crioBa 13 Tabene. )
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JlosanHka Mopa ga cagpXv MUHMMYM OCaM KapakTepa KOMOWHOBaHUX o Manux u
BENUKUX CrioBa, undapa u cneumjanHnx 3Hakosa.

JlosvHka He cme ga cagpxu ume, npesnme, gatym pohewa, 6poj TenedoHa u gpyre
npenosHaTIbUBe nogaTke.
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AKO 3anocrneHn-KOpMCHUK MocyMha Aa je ApYro fvue OTKPUMO H-eroBy IO3WHKY
AYXaH je aa UCTy oAMax U3MeHMW.

3anocneHn-KOPUCHUK OyXKaH je Aa Meka NO3MHKY HajMake jeaHoM y 6 meceun. Ucta
NO3WNHKa ce He CMe MoHaBrbaTu Y BPEMEHCKOM Nepuoay of roanHy AaHa.

HeoBnawheHo ycTynawe KOPUCHUMYKOr  Hamora Apyrom  nuuy, nognexe
ANCUMNNIIMHCKO] O4rOBOPHOCTH.

11. [lIpedsuhare o0dz208apajyhe yrompebe Kpurnmo3zawmume padu 3awmume
majHocmu, aymeHmu4Hocmu 0OHOCHO UHmMez2pumema rnodamaka

YnaH 16.

Mpuctyn pecypcuma WIKT cuctema onwtuHe Bpbac  He 3axteBa nocebHy
KpUNTO3aLTUTY.

3anocrneHn-KOPUCHNULUM  KOpUCTE KBanuUUKoBaHe enekTpoHcke cepTudukate 3a
eIeKTPOHCKO NOTNMCUBake AOKyMeHaTa Kao U ayTeHTUukaumjy n aytopusauunjy npuctyna
nojeanHUM annukauujama.

3anocneHn Ha nocnosuma UKT cy 3agyxeHu 3a nHcTanauumjy notpebHor codgpteepa 1
xapaBepa 3a kopuwhene cepTudgukara.

3anocneHn-KOpUCHULM Cy OYXHU Oa 4dyBajy CBOje KBanupuKoBaHE €eneKkTpOHCKe
cepTudukate Kako He 6y gownu y noceq opyrux nuiua.

12. @Qu3suyka 3awmuma objekama, rpocmopa, rnpocmopuja 0OHOCHO 30Ha y Kojuma
ce Hanase cpedcmea u dokymeHmu VKT cucmema u obpahyjy nodauu y KT cucmemy

YUnan 17.

[MpocTop y KOMe ce Harnase cepBepu, MpPeXHa unn KoMyHukaumoHa onpema WKT
cucTteMa, opraHmsyje ca Kao agMWHUCTpaTMBHA 30Ha. AAMMHUCTPATMBHA 30Ha ce
ycrnocTtasrba 3a omsndkm npuctyn pecypceuma UKT cuctema y KOHTpPONMCaHOM, BUASBUBO
03Ha4YeHOM MpPoCTopY, Koju je obe3beheH mexaHnykom 6paBoM 1 BUAEO HAL30POM.

Mpoctop mMopa pa 6yme o06e3beheH og komnpomuTyjyher enekrpomarHeTHor
3payena (KEM3), noxapa v gpyrux enemeHTapHux Henoroga, u y wemy tpeba aa byae
oaroBsapajyha temnepatypa (KnmmaTtm3oBaH npocTop).

EBuvgeHunjy o ymacky y oBy 30Hy Boau Operbewe 3a npuspegy W JoKanHu
€KOHOMCKN pas3Bo;j.

13. 3awmuma 00 eybumka, owmehera, kpahe unu Opyz2oe obnuka yepoxxasaH-a
b6e3bedHocmu cpedcmasa Koja YuHe KT cucmem
UnaH 18.

Ynas y npoctopujy y kojoj ce Hanasu WKT onpema, [O03BOSfbEH je camMo
agmunuctpaTopy UKT cuctema/zanocneHmma Ha nocnosuma UKT.
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Ocum agMunHucTpatopa cuctema, NpuUcTyn agMUHUCTPATMBHO] 30HW MOry umMatu u
Tpeha nuua y unurey nHcTanaunje n cepsucupana ogpeherHnx pecypca UKT cuctema, a no
npeTxogHoM ofobpewy HadenHuka Ynpase, U y3 NPUCYCTBO HaASEXHOr nuua onepatepa
MHGOpMaLMOHOT cucTema.

Mpuctyn agMUMHUCTPATMBHO] 30HW MOXE MMaTU W 3anocfiieHn Ha nocrnoBMma
ofpXaBara XurnjeHe y3 NpUcycTBO HaAneXHor nuua onepatep MHPOPMaLMOHOr cuctema.

Mpoctopuja Mopa 6GUTKM BUABMBO ObenexeHa W Yy HOj Ce Mopa HanasuTu
NpoTMBMNOXapHa onpeMa, koja ce MOXe KOPUCTUTU caMO Y Cry4vajy noxapa y npocTopujn y
Kojoj ce Hanasu UKT onpema 1 meamju ca nogaumma.

lMpo3opu 1 BpaTa Ha OBOj MPOCTOPUjKU MOpPajy YBEK BUTKN 3aTBOPEHM.

CepBepu 1 akTMBHa MpexHa onpema (switch, modem, router, firewall), mopajy
cTanHo 6uTK NpukrbyvyeHn Ha ypehaje 3a HenpeknaHo Hanajawe — UPS.

Y cnyyajy HecTaHKa enekTpudHe eHepruje, y nepuoay ayxem o kanauuteta UPS-a,
oBnawheHo nuue je OYyXHO Aa UCKIbydn onpeMy Yy cknagy ca npouegypama npovssohava
onpeme.

WKT onpema 13 npocTtopuje ce y criyvajy onacHocTu (noxap, BpEMEHCKE Henoroge u
CIn.) MOXe N3HeTn n 6e3 ogobpera HayerHuKa.

Y cnyyajy u3Howera onpeme pagu cenuabe, unu cepBucUparba, HEONMXOAHO je
onobpere HayenHvka koju he ogpeanTn ycnoee, HauMH U MECTO U3HOLLEHa onpeMme.

AKO ce onpema U3HOCK paau cepBucupamna, nopes ogobpera HayenHuka Ynpase,
NoTpPebHO je cayMHUTK 3anUCHUK Y KOMe Ce HaBoAM Ha3uB W TUM onpeme, cepujckn 6poj,
Ha3uB cepBucepa, Me 1 nNnpe3nmMe oBnalwlheHor nuua cepeucepa.

YroBopom ca cepBucepom mopa outn gecdmHncaHa obasesa 3alTMTE nogartaka Koju
ce Hanase Ha megujuma koju cy geo VKT pecypca onwTtnHe Bpbac.

14. Obesbefusawe ucrnpasHoz U 6e36e0HO2 yHKUYUOHUCara cpedcmasa 3a
0bpady nodamaka

YnaH 19.

3anocneHn Ha nocrnosuma WKT  KOHTMHYyMpaHO Haaswvpy W npoBepasajy
dyHKUMOHNCake cpeacTaBa 3a obpagy nopataka WM ynpasrbajy pusvuuma Koju mory
yTnuaTtn Ha 6e3beagHocT VKT cuctema u, y cknagy ca Tum, nnaHupajy, OAHOCHO npeanaxy
HavenHuky Ynpase ogroBapajyhe mepe.

lMpe yBohewa y pag HOBOr coTBepa HEOMNXOAHO je HanpaBUTU KOMUjy-apXuBy
noctojehmx nogaTaka, y uurby npunpemMe 3a npoueaypy Bpahawa Ha npeTxofHy cTabunHy
Bep3njy

MHcTanupawe HOBOr codpTBEpa Kao W  axypupawe noctojeher, OLHOCHO
WHCTanauuvja HoBe Bep3uje, MOXEe Ce BPLUMTU Ha HaYMH KOju He oMeTa onepaTuBHU pag
3anocCneHNX-KOPMUCHUKA.
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Y cny4yajy ga ce Ha HOBOj Bep3uju codpTBepa Koju je yBedeH Yy onepatvBHU pan
npumeTe OUTHU HegoCTauM Koju MOry yTuuaTth Ha pag, NnoTpebHOo je NpuMeHnTH npoueaypy
3a Bpahare Ha npeTxogHy cTabunHy Bep3anjy codpreepa.

15. 3awmuma nodamaka u cpedcmea 3a o0bpaldy rnodamaka 00 3/I0HaMepHoz2
cogpmeepa

YnaH 20.

3awTtnTa o4 3roHamepHor codpTBepa Ha MpeXu CrpoBOAU Ce Y UMby 3alTuTte of
BMpyCca W Apyre BpCTe 3M0HaMEepHOr koda Koju Yy payvyHapCKy Mpexy Mory [OocrneTu
WHTEPHET KOHEKLMjOM, UMEjIIOM, 3apaXkeHUM npeHocHum megujuma (USB memopuja, CD
UTA.), UHCTanaumjoMm HenuueHumpaHor copTeepa u cn.

3a ycnelHy 3alWTUTy o4 BUpyca Ha CBakoM padyHapy je MHCTanupaH aHTMBUPYCHU
nporpamM. CBakO4HEBHO Ce ayTOMaTCKMN BPLUM AOMYyHA aHTUBUPYCHUX AeduHuumja.

Ceakor npetnocnegwer pagHor gaHa (netak) y Hegerbu je noTpebHo ocTaBuUTU
YKIby4YEHE M 3aKibyyYaHe pavyHape paau CKeHvpaka Ha Bupyce.

3abpareHO je 3aycTaBrbake U UCKIbyuYMBawe aHTUBUPYCHOr codpTBepa TOKOM
CKEHUpara NpeHOCHUX Meauja.

MpeHocmBM mMeaumjn, npe kopuwhewa, Mopajy OGuTn npoBepeHM Ha NpUCYCTBO
BUpyca. AKO ce yTBpau 4a NPeHOCUBU Meanj caapKu BUpyce, YKONUKO je To moryhe, BpLuu
ce Ynwhere meanja aHTUBMPYCHUM COPTBEPOM.

Puaunk og eBeHTyanHor rybuTtka nogataka npunukom uyuwhewa megunja og Bupyca
CHOCW JoHocunal Mmeguja.

Y uurby 3awTtuTte, ogHocHo ynaga y WKT cuctem onwtuHe Bpbac ca uHTepHeTa,
Operbewe 3a NpuBpeny U nokanHM eKOHOMCKM pa3Boj je Ay)KaHO Ja ogpXXaBa CUCTEM 3a
crnpevyaBake ynaga.

PykoBoguoun opraHusaunoHux jeguHuua oapefnyjy Koju 3anocrneHn umajy npaso
npucTyna WHTEpPHEeTY paau NpuKynibawa nogataka U octanux MHgopmaumja BesaHuX 3a
obaBrbare NocrnoBa y HUXOBOj HAANEXHOCTMW.

KopucHuumma koju cy npukrbydeHn Ha UKT cuctem je 3abpaweHO camocTanHo
NPUKIbyYMBawe Ha WHTEpPHeT (MpUKIbyYuMBakwe MpPeKo COMCTBEHOr mogema), npu 4Yemy
Operbene 3a npyBpeny U nokanH eKOHOMCKN Pa3Boj MOXE YKMHYTU MPUCTYN UHTEPHETY Y
criyyajy AokasaHe 3noynotpebe ucror.

KopucHunun UKT cuctema koju Kopucte MHTEpPHET Mopajy Aa ce npuapxasajy mepa
3awTuTe o4 Bupyca v ynaga ca umHTtepHeTta y WKT cuctem, a cBaku padyHap u4uju ce
3anoCneHN-KOPUCHUK MpUKIbydyje Ha WHTepHeT mopa 6utu opgroBapajyhe nogeweH u
3awTuheH, Npyn Yemy nogewasare Bpwn Operbewe 3a npuspeny M NOKanHM eKOHOMCKM
pasBoj.
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Mpunukom kopuwherwa nHTEpHeTa Tpeba usberaBatn cymwnse WEB cTtpanuue, ¢
063MpoM aa TO MOXe NPOoy3poKoBaTK NpPobreme - HEMPUMETHO MHCTanMpawe LUMNNjyHCKUX
nporpama un Crmn4Ho.

Y cny4ajy oa KOPUCHUK NpMMETM HeOBMYHO NoHallawe pavyHapa, 3anaxare Tpeba
6e3 ognarawa fa npujasn Operbewe 3a npuBpeny v fokanHu eKOHOMCKU pas3Bo;.
CTporo je 3abpareHo rnegarwe MnmoBa 1 Urpakse UrpuLa Ha padyHapuma um "Kpcrapeme"
WEB cTpaHuuama Koje cagpxe HegonuyaH cagpxaj, Kao 1 caMOBOSbHO Npey3nMmate UCTUX
ca VHTepHeTa.

Hepno3sorbeHa ynotpeba nHrepHeta obyxsara:

e MHCTanupawe, guctpubyuujy, ornawiaBamwe, NPEHOC UMM Ha OPYrN HaAYMH YMHEeHe
AOCTYNHUM  ,npaTtckmx® wnu AOpyrmx coTBEpPCKUX Mpou3Boda KOju  HUCY
nuueHuupaHn Ha ogroesapajyhu HaumH;

e HapyllaBahke CUTYpHOCTU Mpexe UMW Ha Opyrn HauvH oHemoryhaBawe nocrnoBHe
WHTEPHET KOMYHUKaLMje;

e HaMEpHO LWMpeHe OECTPYKTUBHUX W ONCTPYKTUBHWX MporpamMa Ha WHTEPHETY
(MHTEepHEeT BUPYCWU, WHTEPHET TPOjaHCKU KOHWM, WHTEPHET UpBW W Apyre BpCTe
ManuumosHux codteepa);

e HeOO03BOSbEHO Kopulhewe OPYLITBEHUX MpeXa U ApYruxX MHTEPHET cagpaja koje je
OrpaHN4eHo;

e npey3nmane (download) nogataka Benvke “TexuHe” Koje Npoy3pokyje “saryliene”
Ha Mpexu;

e npey3nmane (download) maTepujana 3awTUheHMx ayTopCcKUM NpaBuMa;

e Kopuwhere NMHKOBA KOjU HWUCY Yy Be3n ca nocrnom (rnegawe ounmoBa, ayamo u
BMOEOCTPEeaMUHT U ch.);

e HeOO3BOSbEHW MPUCTYN cagpXkajy, npomMeHa cagpxaja, 6pucawe unuM npepaga
cajgpaja Npeko UHTepHeTa.

KopucHnuyuma Koju HeagekBaTHMM KOpuUWheHweM WHTepHeTa Y3pOoKyjy 3arylleme,

npekung y pagy unu Hapyllasajy 6e36e4HOCT Mpexe MOXe ce ogy3eTu NpaBo Nnpuctyna

16. Sawmuma 00 eybumka rnodamaka
UnaH 21.

base nopataka obGaBe3HO ce apxuBupajy Ha npeHocuBe meguje (CDROM, DVD,
USB, ,strimer” Tpaka, eKCTepHu xapg AUCK), HajMake jeAHOM AHEBHO, He4erbHO, MECEYHO U
roguwme, 3a notpebe obHoBe 6Gase nogartaka.

Octanu hajnoBM-0OKYMEHTU Ce apxXmBupajy HajMawe jeAHOM HeOerbHO, MEeCEYHO U
rogume.

lMogaum o 3anocneHnma-KopucHULMMa, apxusupajy ce HajMare jeAHOM MeCeYHo.
[IHEBHO Konupare-apxvMBupawe BpLUM Ce 3a CBaku pagHu AaH y cegmuum, of 20 yacosa
CBaKor pagHor gaHa.

HenerbHo konvparse-apxvBrpame BpLUM Ce MoCNeaHer pagHor 4aHa y Hefderbu, of
20 yacoBa, y OHONWKO HederbHWX MpuMMepaka KONMKO MMa Mocnedmwux pagHux gaHa y
meceLyy.
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MeceuHo Konupawe-apxuBupare BpLUN Ce Mnocreawer pagHor gaHa y Mmecely, 3a
cBakn Mmecel, nocebHo, oa 20 yacosa.

"oavwkse Konupare-apxvBupare BpLUKW ce nocnearer pagHor aHa y roanHu.
CBaku npumMmepak roguLlike Konunje-apxmee 4YyBa ce Yy poKy Koju je aeduHucaH YnyTCcTBOM O
KaHUenapumjckoM nocrioBawy opraHa agpxxasHe ynpase (,Cn. macHuk PCY, 6p 10/93, 14/93-
ucnp. n 67/2016).

CBakn npumepak npeHocHOr nHgopmaTU4kor Meamnja ca kKonvjama-apxusama, mMopa
OuTK o3Ha4veH 6pojem, BPCTOM (OHEBHA, HeOerbHa, MeceyHa, rogvilta), 4aTymoM mnspage
Konuje-apxvBe, Kao M MMEHOM 3aroCSieHOr-KOPUCHMKA KOjuU je W3BPLUMO  Konupame-
apxvmBupate.

[1HeBHe, HeperbHe M Mece4yHe Kornuvje-apxuBe ce 4yBajy Yy MpoCTopuju Koja je
du3nykM 1y ckragy ca Mepama 3alitute o noxapa obesbeheHa.

loonwre Konuje-apxmBe ce uspahnyjy y ABa NpuMepka, o4 Kojux ce jefaH dvysa Yy
NPOCTOPUjU Yy KOjOj Ce 4yBajy OHEBHe, HeJerbHe N MecCedHe Konuje-apxuee a apyru
npumepak y arpagn Myseja y Bpbacy.

McnpaBHOCT Konuja-apxmBa nNpoBepaBa Ce HajMake Ha LeCT Meceun N TO Tako LUTO
ce u3BpLun nospahaj 6asa nogaTtaka koje ce Hanase Ha Megujy, nNpy Yemy BpaheHu nogaum
HakoH noBpahaja Tpeba na 6yay ucnpaesHu 1 cnpemMHn 3a ynotpeby.

17. Yysan-e nodamaka o doeahajuma Koju moa2y bumu o0 3Ha4aja 3a 6e3bedHocm
UKT cucmema
UnaH 22.

O aKkTMBHOCTMMA afgMMHUCTpATOpa W 3arnoCrEeHUX-KOPUCHUKA BOAE CE OHEBHULUM
akTUBHOCTK (activitylog, history, securitylog, transactionlog v gp).

Csakor nocrneawer pagHor faHa y Heferbu AaToTeke y Kojuma ce Hanasu OHEeBHUK

aKTMBHOCTW Ce apxvBupajy No npoueaypuv 3a vM3pagy Konuja-apxuBa OCTanux nogaraka y
WKT cuctemy, y cknagy ca 4n. 20 oBor npaBumnHuka.

18. Obesbehusar-e uHMeepumema coghmeepa u ornepamusHuUX cucmema
UnaH 23.

Y UKT cuctemy mMoxe ga ce uHCTanupa camo copTBep 3a Koju noctoju Baxeha
nuueHua y BnacHMwTBy onwtrnHe Bpbac, ogHocHo Freeware n Opensource Bep3uje.

MHcTtanauunjy n nopewaBawe codpTBEepa MOXe Aa Bpwu camo Operbewe 3a
npuepeny W rOKanHM €eKOHOMCKM pasBoOj, OLHOCHO 3anoCfEeHU-KOPUCHUK KOju uma
oBrawhemne 3a To.

MHcTanaunjy u nogewasarwe copTBEpa MOXe Oa U3BpLIM U Tpehe nuue, y cknagy
ca YroBopom o HabaBuW, OOHOCHO ogpkaBary codpTBepa.
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[Mpe cBake wuvHCTanauvje HoBe Bep3nje codTBepa, OOHOCHO MojellaBama,
HeOonxo4Ho je HanpaBuTKU Konujy noctojeher, kako 6u ce ob6e3beamna moryhHoCcT noBpaTka
Ha NPeTX0OHO CTake Y Cryyajy HeoueknBaHux cuTyauuja.

19. 3awmuma 00 3noynompebe mexHuU4kux 6e3bedHocHuUx crabocmu UKT
cucmema

YUnaH 24.

Operbewe 3a NpmBpeay M NIOKarnHM eKOHOMCKW pa3Boj HajMahe jeHOM MEeCEYHO a
no noTpebu n Yewhe BpLM aHanNM3y OHEBHMKA akTUBHOCTM (activitylog, history, securitylog,
transactionlog v ap ) y unrey ngeHtudoukaumje noteHumjanHmx cnaboctn VKT cuctema.

YKkonuko ce ngeHtndgukyjy crnaboctu koje mory ga yrpose 6e3begHoct KT cuctema,
Operberwse 3a npuBpedy W NOKanHW €KOHOMCKM pasBOj je AyXaHOo Aa ogmax M3BpLUn
nogellaBama, O4HOCHO MHCTanupa copTBep Koju he OTKIOHUTU yodeHe cnabocTu.

Operbewe 3a npuepedy WM foKanHW eKOHOMCKW pasBoj, Tpeba ga nogellaBakem
KOPUCHUYKMX nonmca, oHemoryhu HeosnawheHo wuvHCTanupakwe codTBepa Koju Moxe
A0BeCcTu A0 yrpoxaeawa 6e3begHoctn UKT cuctema.

20. Obesbehusarbe 0a akmusHocmu Ha pesusuju KT cucmema umajy wmo maru
ymuuyaj Ha oyHKUUOHUCaH-e cucmema

UnaH 25.

PeBuanja WKT cuctema ce mMopa BpwWMUTM Tako Aa MMa LWTO MakwM yTULaE] Ha
NOCNOBHE Npouece KOPUCHMKa-3anocneHnx. YKONMKO To HUje moryhe y pagHo BpemMe, oHAa
Ce BPLUM HAKOH 3aBpLleTKa pagHOr BpeMeHa KOPUCHUKAa-3anocrneHux, 4vju 6m nocnosHu
npouec 61Mo oMeTaH, y3 NPeTXOAHY carfacHOCT HayernHuka Ynpase.

21. Bawmuma nodamaka y KOMYyHUKaUUOHUM Mpexama yKibydyjyhu ypehaje u
godose

UnaH 26.

KomyHukaumoHn kabnosu n kabnoeu 3a Hanajake Mopajy butn NoCTaBIbLEHUN Y 3uay
UNu KaHanuuama, Tako ga ce oHemoryhu HeoBnawheH nNpucTyn, OAHOCHO Aa Ce M3BpLUK
n3onaumja og moryher owrtehewa.

MpexHa onpema (switch, router, firewall) ce mopa Hanasutn y 3akrby4yaHom rack
OpMaHy.

Operbere 3a NpuBpeay M fIOKarHW €KOHOMCKU pasBoj je AyXKaHO Aa CTarHO BpLUK
KOHTPOMHW nMpernea MpexHe onpeme u 6GnaroBpemMeHo npedy3umMa Mepe y  Luiby
OTKNakara eBeHTyanHNUX HenpaBUITHOCTH.

BexunyHa mpexa Kojy Mmory aa kopucTte nocetmoum objekata y HagnexHocTn Ynpase,
Mopa O1TM OABOjeHa 04 UHTEPHE MpEeXe KOjy KOPUCTE KOPUCHULM 3anocneHn y Ynpasu u
KpO3 KOjy Ce BpLUM pa3MeHa crny>kbeHnx nogartaka.
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22. besbedHocm noOamaka Koju ce rnpeHoce yHymap ornepamopa UKT cucmema,
kao u usmehy onepamopa KT cucmema u nuya eaH onepamopa KT cucmema

YnaH 27.

PasveHa nopgataka ca ApyrMMm opraHMMa W opraHvsaumjama ce He Bpuwn 6es
oarosapajyher Yrosopa unv npoTtokona.

23. MNumara uHopmayuoHe 6e3bedHOCMU y OKe8upy yrpassbara ceuM ¢halama
XxueomHoe yukrnyca KT cucmema 0OHOCHO desioga cucmema

YUnaH 28.

HaunH wuHCcTanupakwa HOBMX, 3aMeHa W ofpxaBawe noctojehux pecypca WKT
cuctema of cTpaHe Tpehux nuua Koja Hucy 3anocrieHa y Ynpasu, 6uhe geduHucaH
YyroBOpOM koju he BUTK CKNONSbEH ca TUM NMuMMa.

Operbenwe 3a npuBpeay M NOKanHW €KOHOMCKM pasBoj je 3afyXeHO 3a TeXHUYKU
Haa3o0p Haj peanuaauunjom yroBopeHux obasesa of cTpaHe Tpehux nuua.

O ycnoctaerbawy HoBor WKT cuctema, ooHOCHO yBOhewy HOBUX AenoBa W
nameHama nocrtojehmux penosa WKT cuctema Operbewe 3a nNpuBpedy W JNOKanHu
€KOHOMCKW pa3BOj BOAWN JOKYMEHTaLMjy.

[lokymeHTauunja “3 NpeTxXo4HOr cTaBa Mopa [a cajpXu onuce CBMX npouenypa a
nocebHo npoueaypa Koje ce ogHoce Ha 6e3begHocT UKT cuctema.

24. Sawmuma nodamaka Koju ce kopucme 3a nompebe mecmupara KT cucmema
00HOCHO 0erioea cucmema

YnaH 29.

Mpunukom TecTupaka cucTtema, nogauu Koju Cy O3HaYeHW O3HAKOM TajHOCTW,
OOHOCHO CryXOeHOCTU Kao MOBEprbMBM nojaun, wunmn cy nuyHm nopgaum Operbewe 3a
npvBpedy W NnokanHW eKOHOMCKM pa3Boj, OAroBapa 3a rnogaTtke y cknagy ca nponvcuma
Kojuma je pedpuHucaHa ynotpeda n 3awitmta TakBe BPCTE nogartaka).

25. 3awmuma cpedcmasa onepamopa WKT cucmema Koja cy 0ocmyrnHa
npy>aoyuma ycriyea

Ynan 30.
Tpeha nuua-npyxaoum ycnyra nspage n ogpxaBarwa codpTBepa MOry npuUCTynuTu

camMoO OHWM rnojauMma Koju ce Hanase y baszama nogartaka koje cy Aeo codpTBepa Koju cy
OHM U3pagunu, OOHOCHO 3a Koje NoCTOju YroBOPOM AeUHNCaH NPUCTY.
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Operbere 3a npuBpeny M foKarHW €KOHOMCKU pas3Boj je 04roBOpaHO 3a KOHTPOMy
npucTyna 1 Haa3op Hag M3BpLUEHEM YroBopeHux obaeesa, Kao 1 3a NoLToBawe oapeadbu
OBOrI MpaBuUITHMKa KOjuMa Cy TakBe aKTMBHOCTU AeduHMCaHE.

26. OQpxaeaHm-e y2080peHO2 Hugoa UHopmauyuoHe bezbedHocmu U MPYyXEHUX
ycrnyaa y cknady ca ycrioguma Koju Cy y2080PEeHU ca MpyXXaouem ycryaa

YUnaH 31.

OnwTtnHa Hema cKnonrbeH yroBop ca Tpehum nuumMma 3a npyxawe ycnyra
nHdopMaumnoHe 6e3begHocTn

27. [MpeseHuuja u peazosan-e€ Ha b6e3bedHocHe uHUudeHme, wmo rodpasymesa
adekeamHy pa3MmeHy uHgpopmauuja o 6be3bedHocHum crnabocmuma WKT cucmema,
UHYuUdeHmuma u rnpemrama

YnaH 32.

Y cnyyajy 6uno kakBor MHUMOEHTa Koju Moxe aa yrposm 6e3degHoct pecypca VKT
cucTeMa, 3anocCreHu-KOPUCHUK je ayxaH Aa ogMax obasectn Operbewe 3a npvepeny U
nokanHn eKOHOMCKM pas3Bo;j.

Mo npujemy npujaBe Operbewe 3a nNpvBpeay W rOKanHW €KOHOMCKW pasBoj je
AYXaHO Aa ogMax obaBecTuM HayernHuka Ynpase W npefysme Mepe y UWiby 3altuTe
pecypca VKT cuctema.

YKONNKO ce pagu 0 MHUMAOEHTY KOju je aemnHucaH y cknagy ca Ypeabom o NocTynky
AOCTaBrbawa nojataka, nuCTWM, BpcTama W 3Havyajy uvHUuAeHata W MNOCTYMKY
obaBelwTaBakba O WHUMAEHTMMA Y WHPOPMAaUMOHO-KOMYHUKALUNOHUM CUCTEMUMA Of
nocebHor 3Havaja, ,Cn. MacHuk PCY, 6p, 94/2016), Ogerbewe 3a npuspeny U nokarnHu
€KOHOMCKW pa3BoOj, je OyXaHO da nopen HadenHuka obaBeCcT W HaAnexHw opraH
AedvHucaH oBoM ypeaoom.

Operberwe 3a npuBpedy M NOKarHW €KOHOMCKW pa3Boj BOOW €BUMAEHUM)Y O CBUM
WHUMOEHTUMA, Kao M npujaBaMa uHUMAeHaTa, y cknagy ca ypeabom, Ha OCHOBY Koje,
NpoTMB OArOBOPHOI NuUuUa, MOry Aa ce BoAe AUCUMMIMHCKW, NPEKpLIajHU UM KPUBUYHU
nocTynuum.

28. Mepe kKoje o06e36ehyjy koHmMuHyumem obassbara rocsa y eaHpeOHUM
OKOJITHOCmuma

YnaH 33.

Y cnyyajy BaHpe4HUX OKOSTHOCTU, Koje Mory aa gosefy 0o uamewTtana VKT cuctema
n3 srpage Ynpase, Ogerberwe 3a npmepeny v fnokanHu eKOHOMCKU pasBoj, je AyXaHo aa 'y
Hajkpahem poky npeHece penose WKT cuctema HeonxogHe 3a (PyHKUMOHUCaHE Y
BaHpeHOj CUTyauuju Ha pe3epBHY fnokauujy, y cknagy ca nnaHoM pearoBarba y BaHpeaHUM
N KPU3HUM cuTyaunjama.

Cneundmkaumnjy penosa UKT cuctema Koju cy HeonxogHw 3a pyHKUMOHUCaHE Yy
BaHpeaHUM cuTyaumjama uspahyje Ogerbewe 3a npuspeny v nokanHu eKOHOMCKU pas3sBoj, U
TO y TpyU nNpuUMepKa, Of KOjuX Ce jedaH Hanasum Koa werale, Opyrm Kop 3anocreHor
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HaanexHor 3a nocnose ogbpaHe U BaHpegHe cutyauuje a Tpehn npumepak Kog HadenHuka
Ynpase.

Henose UKT cuctema koju HUCY HEONXOAHU 3a (OYHKUMOHWUCaAwe Yy BaHpeHUM
cuTyaumjama, CKnaguwiTe ce Ha pes3epBHY rokauuvjy, KOojy oApean HadvernHuk Ynpase.
Cknagnwrerwe pgenosa UVIKT cuctema Koju HUCY HEONXOAHW, Ce BPpLUM Tako Aa onpema
Oyne 6e3benHa n obenexeHa, y cknagy ca eBMAEHLUjOM Koja ce O HOj BOAM.

lll.  WMNameHa lNMpaBunHuka o 6e3degHocTn
UnaH 34.

Y cnyyajy HacTaHka NpoOMeHa Koje MOry HacTynuTu ycnen TEeXHUYKO-TEXHOSTOLUKUX,
KagpOBCKMX, opraHusaumoHmx npomeHa y WKT cuctemy un porahaja Ha rno6anHom u
HaUWOHANHOM HWBOY KOjU MOry Hapywmtu uHdopmauumoHy 6e3begHoct, Operberwe 3a
npuepeay M foKanHn eKOHOMCKM pa3Boj je AyXaHo Aa obaBecTy HayemnHuka Ynpase, Kako
61 OH MOrao ga nNpuUCTynu M3MEHU OBOT MPaBUIHKKA, Y LMIby yHanpehewe mepa 3awTtute,
HauMHa M npouedypa NocTMsawa U oapxaBaka agekBaTHor HuBoa 6e3begHocTn UKT
cucTema, Kao 1 npeucnutuBarwe oBnawhewa 1 o4roBopHOCTU y Be3n ca 6e3beaHowwhy un
pecypcuma UKT cuctema.

IV. Tlpoepa UKT cucrema

UnaH 35.

MpoBepy VKT cuctema Bpwn Operbexe 3a npMBpeay 1 flokanHu eKOHOMCKU pas3Boj.

O wu3BpLUEHO] MpOBEpPM CaunHaBa CE W3BELUTAj, KOjU Ce€ [OCTaBiba HaYenHUKY
OnwTuKHCKe ynpase.

V. Cappxaj nssewTaja o nposepu KT cucrtema
UnaH 36.

M3BewTaj o nposepu VKT cuctema cagpxu:

1) Ha3uB onepaTtopa VKT cuctema Koju ce npoBepasa;

2) BpeMe npoBepe;

3) nogaum o nuuMma Koja cy BpLuuna nposepy;

4) nsgewuTaj 0 CNpoOBEeAEHUM paaHamMa NpoBeEpE;

5) 3akrbyyke no nutawy ycknaheHoctn [NpaBunHuka o 6e3begHoctn UKT cuctema ca
nponucaHnm ycrioBuma;

6) 3aKkrbyyke Mo NUTakwy agekBaTHe NpuUMeHe npeasuheHnx Mepa 3awTuTe y onepaTuBHOM
paay;

7) 3aKk/bydke MO NuUTawy eBeHTyanHux 6e36eqHOCHUX craboCcTM Ha HUBOY TEXHUYKUX
Kapaktepuctnka komnoHeHTn VKT cuctema;

8) oueHa yKynHor HuBoa nHgopmaumnoHe 6e3begHoCTy;

9) npeanor eBeHTyanHMx KOPEKTUBHUX MePa;

10) noTnuc ogrosBopHor nuvua Koje je cnposeno nposepy VKT cuctema.
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VI. TpenasHe n 3aBpLiHe oapende
UnaH 37.

OBaj lpaBunHuk cTyna Ha cHary gaHoMm objaBrbmBawa y ,Cnyx6eHom nucty
onwTunHe Bpbac”.

OMNWwTNHA BPBAC HavenHuk
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